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1
Decision/action requested

This contribution proposes a proposal for the key issue of TR 33.856
2
References

N/A
3
Rationale





Since TR 23.756 has the conclusion that EPS mechanism is reused to send SRVCC Capability, MS Classmark 2 and Supported Codecs IE in Registration Request message, the security aspect should be considered in SA3.
4
Detailed proposal

*************** Start of Change ****************
5
Key issues
Editor’s note: This clause contains key issues that should be addressed by SA3. 
5.X
Key Issue #X: Protecting the SRVCC capability 
5.X.1
Key issue details

To support 5G-SRVCC, SRVCC Capability, MS Classmark 2 and Supported Codecs IE are sent to the AMF by the UE via initial Registration Request message, non-periodic Registration message, and by a source AMF to a target AMF during Intra-5GS handover. 
5.X.2
Security threats 

If the UE SRVCC capability sent to the network or between AMFs is tampered with, the network may not be able to provide SRVCC service to the user and the user’s call will be dropped when UE leaves 5G service area and enters into 3G coverage. This leads to bad user experience and denial of service.
5.X.3
Potential Security requirements

-
 UE SRVCC Capability, MS Classmark 2 and Supported Codecs IE should be integrity protected when sent in the initial Registration message, non-periodic Registration or sent between source AMF and target AMF.
*************** End of Change ****************
